Webroot Business Endpoint Protection

Advanced Detection and Protection Against Malware, Ransomware, Phishing, and More
Business Endpoint Protection at a Glance
Secure and Resilient Distributed Cloud Architecture
We use multiple secure global data centers to support
customers and roaming users globally with full-service
resilience and redundancy
Layered User and Device Defenses
Stop attacks that take advantage of poor user
awareness, not just those that target device
vulnerabilities
Malware Detection, Prevention, and Protection
Prevent
viruses,
malware,
Trojans,
phishing,
ransomware, spyware, browser-based attacks, cryptojacking, credential-stealing malware, and wide range of
other endpoint threats
Multi-Shield Protection
Endpoint Protection includes the following shields for
predictive protection against zero-day threats: RealTime, Behavior, Core System, Web Threat, Identity,
Phishing, and Offline
User Identity and Privacy
The Identity shield component in Endpoint Protection is
trusted by the world’s leading banks to stop online
banking-related attacks, including DNS poisoning,
keystroke logging, screen grabbing, cookie scraping,
clipboard grabbing, and browser and session hijacking
by malicious software
White and Blacklisting
Admins have direct control over which applications are
allowed to execute
Intelligent Firewall
The system-monitoring and application-aware outbound
firewall augments the built-in Windows® firewall to
protect users both on and off the corporate network

Infrared Dynamic Risk Prevention
This feature analyzes individual user behavior to
dynamically tailor malware prevention
Powerful Heuristics
Admins can adjust these based on risk tolerance
for file execution
Full Offline Protection
Stop attacks when offline or create separate file
execution policies for local disk, USB, CD, and
DVD drives
Multi OS, Virtualization, Terminal Server, and
Citrix Support
Endpoint Protection supports MacOS® devices,
Windows® computers and servers, as well as
virtualization,
terminal
server,
and
Citrix
environments
Multi-Language Support
The Webroot software agent supports over 14
languages

What Results to Expect

Webroot Business Endpoint Protection delivers
advanced detection, protection, and prevention
against the ever-increasing number of attacks small
to medium sized businesses face. Because it’s a
highly automated and effective solution, businesses
no longer need dedicated security resources or
teams of experts on hand to stay safe. And with fewer
infections and security-related incidents, not to
mention fewer remediation cases and productivity
losses, businesses can finally focus on what matters
most: growing profitably.
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